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Security Declaration

Vulnerability

Huawei's regulations on product vulnerability management are subject to the Vul. Response Process. For
details about this process, visit the following web page:
https://www.huawei.com/en/psirt/vul-response-process

For vulnerability information, enterprise customers can visit the following web page:
https://securitybulletin.huawei.com/enterprise/en/security-advisory

Issue 01 (2024-09-24) Copyright © Huawei Technologies Co., Ltd. i


https://www.huawei.com/en/psirt/vul-response-process
https://securitybulletin.huawei.com/enterprise/en/security-advisory

Cloud Backup and Recovery

Getting Started Contents

Contents
1 Creating @ Server BaCKUP..........iieieieneinieneeneesensseseesssssssssssssssssassssssasesssssssssssasssassasses 1
2 Creating A DiSK BACKUP......cccueeeereeereereeeeecneeseesaeeseesaeeseessessaessessssssssssssssesssssassassssssasssessasssess 10
3 Creating an SFS TUrbo BacCKUP.........cciviierininreriinnninineienssnssssssssssssssssssssssssssssssssasnes 16
4 Creating @ DesKtop BaCKUP.......coiiieienienennneeeennietesnnenessnsssssssessssnsessessssssssssssassssssasnns 22

Issue 01 (2024-09-24) Copyright © Huawei Technologies Co., Ltd. iii



Cloud Backup and Recovery
Getting Started 1 Creating a Server Backup

Creating a Server Backup

Scenarios

This section describes how to quickly purchase a server backup vault and perform
backup. Backing up a server does not impact the server performance.

The backup process for BMSs is the same as that for ECSs.

If you do not need an ECS for the moment, you can back up the ECS and then
delete it. When you want an ECS later, you can create an image from the ECS
backup and use the image to create ECSs.

Operation Process

Table 1-1 Operation process of creating a cloud server backup

Step Description

Making preparations Register with Huawei Cloud, complete
real-name authentication, and top up
your account.

Purchasing a server backup vault Purchase a server backup vault to
store server backups.

Associating servers Associate your servers with a vault to
back up and replicate data.

Creating a cloud server backup Create server backups to protect data.

Making Preparations

1. Sign up forHuawei Cloud.

- To sign up a HUAWEI ID and enable Huawei Cloud services, see Signhing
Up for a HUAWEI ID and Enabling Huawei Cloud Services.

- To complete real-name authentication, see Individual Real-Name
Authentication.

If you already have a Huawei account, skip this step.
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2. Top up your account.
- To view detailed CBR pricing, see Product Pricing Details.
- To top up an account, see Topping Up an Account.

Purchasing a Server Backup Vault

Before backing up data, you need to purchase a server backup vault.

Step 1 Go to the Buy Server Backup Vault page.

Step 2 Set mandatory parameters for the server backup vault based on the parameter
description table. For parameters not included in this table, retain the default

values.

Complete Basic Settings and select a Protection Type.

Basic Settings

Biing Mode

Yearly/Monthy

Pay-per-use s & postpaid biling mode. You are billed by the hour based on the vault capac!

Region

If you want fo change the region, click the reg

Regions are geographic areas isolated from each ofher. Resources a

Protection Type

Protection Type

Backup Replicafion (cross-Tegion)

Backup vauts store the backup data of protected resources. Ifyou want to back up servers in @ region,

Application-Consistent Backup 0

Enable this funcion to b

Msla\\#gewl\:e:: abling applic

Backup Data Redundancy

Single-AZ Mut-AZ

This setting cannot be changed after the vaultis created

create a backup vaut in this region.

backup. Or, application-consistent backup fails, and & server backup is performed instead.

Paramet | Example Description

er Value

Billing Pay-per-use | e Pay-per-use is a postpaid billing mode. You are
Mode billed based on your resource usage and you can

increase or delete resources anytime. Fees are
deducted from your account balance.

e Yearly/monthly is a prepaid billing mode. You are
billed based on the subscription duration you
specify. This mode is ideal when the resource use
duration is predictable. A longer subscription
often means a lower cost.
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Paramet | Example Description
er Value
Region CN-Hong Resources in different regions cannot communicate
Kong with each other over an intranet. Select the region

closest to you to enjoy low latency.
Once the vault is created, its region cannot be

changed.
Protectio | Backup e Backup: A server backup vault stores server
n Type backups.

e Replication (cross-region): A server replication
vault stores replicas of server backups. If you
select Replication, you do not need to select a
server.

For example, if you want to back up a server, select
Backup for the vault protection type. If you want to
replicate backups of a server from one region to
another, select Replication for the vault in this other
region.

Backup Single-AZ e Single-AZ: Backup data is stored in a single AZ,

Data with lower costs.
Redunda e Multi-AZ: Backup data is stored in multiple AZs
ncy to achieve higher reliability.

The backup data redundancy policy cannot be
changed after a vault is purchased. Plan and select a
policy that best suits your service needs.

Configure Resources to Back Up, Backup Capacity, and Backup Policy.
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Resources to Back Up

Assqciate Server

Configure m

Backup Capacity

Vault Capacity

0m 4 G.. v

To ensure continuity, it is recommended that the vault capacity be at least the size of the servers you want to back up.

i the vault capacity is smaller than the total capacity fo be
backed up, the backup task will fall.

Backup Policy

Auto Backup

Configure m

Automatic Association

Configure m

Paramet | Example
er Value

Description

Resources | Skip
to Back
Up

e Configure: Select the servers to be associated.

e Skip: If no server is available, you can purchase
the vault first and associate servers later.

Backup 100 GB
Capacity

Specify the vault capacity. The capacity ranges from
10 GB to 10485760 GB.

Properly plan the vault capacity, which must be at
least the same as the size of the servers you want to
back up. Also, if automatic association is enabled
and a backup policy is applied to the vault, more
capacity is required.

As the vault's used space grows, you can expand the
vault capacity if it becomes insufficient.
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Paramet | Example Description

er Value

Auto Skip e Configure: A backup policy can be applied to this

Backup vault. Resources associated with this vault will be
automatically backed up based on the policy. You
can select an existing backup policy or create a
new one.

e Skip: Resources associated with this vault will not

be automatically backed up until you apply a
backup policy to the vault. If you need to
automatically back up data periodically, you can
create a policy and apply it to the vault. For
details, see Policy Management.

Automati | Skip e If you select Configure, in the next backup period,

C CBR will automatically scan all unprotected

Associatio servers, associate them with the vault, and then

n perform backups.

e If you select Skip and need to enable automatic
association later, see Associating Resources to a
Vault.

Configure Enterprise Project and Advanced Settings.

Enterprise Project

Advanced Settings

Vault Name

vault-4ca2

Tags

§'s predefined tag function fo add the same fag to different cloud res

ources. View predefined tags Q1

Paramet | Example Description

er Value

Enterpris | default Add the vault to an existing enterprise project.

e Project This parameter is displayed only for enterprise users

who have enabled enterprise project management.

NOTE
If the CBR FullAccess permissions have been assigned to
IAM users, enterprise projects will not be displayed for you
to choose from when you create a vault. Go to the
Enterprise Project Management console and assign the CBR
FullAccess permissions to the target user group.
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Paramet | Example Description
er Value
Vault vault-317a | Name of the vault to be created.
Name A name must contain 1 to 64 characters including
digits, letters, underscores (_), or hyphens (-). You
can also use the default name vault_xxxx.

Step 3 Click Next.
Step 4 Click Submit. Confirm the order details and complete the payment.

Step 5 Go back to the Cloud Server Backups page. You can view the created vault in the
vault list. The vault is in the Available state.

--—-End

Associating Servers with the Vault

After purchasing a vault, you need to associate resources with the vault.

The selected servers must have not been associated with any vault and must be in
the Running or Stopped state.

Step 1 On the Cloud Server Backus page, locate the target vault and click Associate
Server in the Operation column.

Step 2 In the resource list, select the resources you want to associate with the vault. After
resources are selected, they are added to the list of selected resources.

Associate Server

Iiyo
cre

o
&

rst and install either Cloud-Init or Cloudbase-Init, depending on your OS. (Backups of BMSs cannot be used to

Server List Selected Servers (1)

All projects v All statuses - Mame Q |@\ Name

Name/D Status Type AZ Associated & Name/ID Selected Di...  Operati...

ecs-3bd4-wp-w00515905

~ St d
v e267boz2c-6ebd-4dad-acho-00a7...  © 0P

ecs-3bd4-wp-w00515905

ECS AZ2 ‘Yes (vault-3a09Deb. . -
s (vauli=ansbe Y eab7hd2c-Gebd-d4ac-ach.

]
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NOTICE

e If a new disk is attached to an associated server, CBR automatically identifies
the new disk and includes the new disk in subsequent backup tasks.

e To avoid data inconsistency after restoration, you are advised to back up the
entire server.

If you want to back up only some of the disks to reduce costs, ensure that data
on the backed up disks does not depend on the disks that are not backed up.
Or, data inconsistency may occur.

For example, the data of an Oracle database is scattered across different disks.
If only some of the disks are backed up, restoration restores only the data of
the disks that have been backed up, with data on the rest of the disks
unchanged. As a result, the data may be inconsistent and the Oracle database
may fail to start.

Step 3 Click OK. Then on the Associated Servers tab page, you can view resources that
have been associated.

--—-End

For details about automatic association, see Associating Resources to a Vault.

Creating a Server Backup

After resources are associated, CBR will automatically back up your data, or you
can back up data manually. Only servers in the Running or Stopped state can be
backed up.

Step 1 On the Cloud Server Backups page, click the Vaults tab and find the vault to
which the server is associated.

Step 2 Click Perform Backup in the Operation column. In the server list, select the server
you want to back up. After a server is selected, it is added to the list of selected
servers.

{ | Perform Backup

u nd to create a backup image fo quickly deploy clones of an existing ECS, optimize the ECS first and install either Cloud-Init or Cloudbase-Init, depending on your OS. (Backups of BMSs cannot be used to create

(2 Install Cloud-Ini

Nindows documentation: (5 Optimize th SECS (2 Install Cloudbase-Init

opti

Server List Selected Servers (1)

Allprojects v Allstatuses v Name v Q aQ Name v

Name/ID Status Type AZ Associated & Name/ID Selected Di...  Operation

ecs-4137 ecs-4137
v 4 Running ECS AZ3 Yes (vault-5a58) v " 0
. Tfac0f84-1720-48e3-a158-a05beb. o h i ( 7fac0f84-172d-46e3-a158- ti

Step 3 Set Name and Description for the backup. For details, see #cbr_02_0028/
table4829135361311.
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Paramet | Example Description
er Value
Name manualbk | Name of the backup you are creating.
~ds19 A name must contain 1 to 64 characters including
digits, letters, underscores (_), or hyphens (-).
NOTE
You can also use the default name manualbk_xxxx.
If multiple servers are to be backed up, the system
automatically adds suffixes to their backup names, for
example, backup-0001 and backup-0002.
Descripti | - Description of the backup.
on It cannot exceed 255 characters.

Step 4 Choose whether to enable full backup. If full backup is enabled, CBR performs a
full backup on every associated server, which requires a larger capacity compared
to an incremental backup.

FullBaip Endle

After this opton is elected, the backup executed tis ime wil be & full backup that requires arger capacity. What Are Full Backup and Incremental Backup?

(10 NOTE

By default, the first backup is a full backup, and subsequent backups are incremental
backups.

To ensure data security, when you perform manual backups, a full backup is performed
after 100 incremental backups by default.

For details, see What Are Full Backup and Incremental Backup?

Step 5 Click OK. CBR automatically creates a backup for the server.

On the Backups tab page, if the status of the backup is Available, the backup
task is successful.

(10 NOTE

e A server can be restarted if the backup progress exceeds 10%. However, to ensure data
integrity, restart it after the backup is complete.

--—-End

Related Information

e After the backup is complete, you can use the backup to restore server data.
For details, see Restoring from a Cloud Server Backup.

e You can replicate the new vault or expand the vault capacity. For details, see
Vault Management.

e If you need to automatically back up data periodically, you can create a policy
and apply it to the vault. For details, see Policy Management.

e If you need to back up database servers, change the specifications of the
target vault from server backup to application-consistent backup.
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e You can create an image from a server backup. For details, see Creating an
Image from a Cloud Server Backup.
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Creating a Disk Backup

Scenarios

This section describes how to quickly purchase a disk backup vault and perform
backup.

If the disk to be backed up is encrypted, the backup will also be automatically
encrypted. The encryption attribute of backups cannot be changed.

Operation Process

Table 2-1 Operation process of creating a disk backup

Step Description

Making preparations Register with Huawei Cloud, complete
real-name authentication, top up your
account, and create an IMA user.

Purchasing a disk backup vault Purchase a disk backup vault to store
disk backups.

Associating disks Associate your disks with a vault to
back up and replicate data.

Creating a disk backup Create disk backups to protect data.

Making Preparations

1. Sign up forHuawei Cloud.

- To sign up a HUAWEI ID and enable Huawei Cloud services, see Signing
Up for a HUAWEI ID and Enabling Huawei Cloud Services.

- To complete real-name authentication, see Individual Real-Name
Authentication.

If you already have a Huawei account, skip this step.
2. Top up your account.
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Purchasing a Disk Backup Vault

To view detailed CBR pricing, see Product Pricing Details.
To top up an account, see Topping Up an Account.

Before backing up data, you need to purchase a disk backup vault.

Step 1 Go to the Buy Disk Backup Vault page.

Step 2 Set mandatory parameters for the disk backup vault based on the parameter
description table. For parameters not included in this table, retain the default

values.

Configure Basic Settings, Resources to Back Up, and Backup Capacity.

Basic Settings

Biling Mode

Resources to Back Up

Associate Disk

Configure m

Backup Capacity

Vault Capaciy

10

The vault zapacity cannot be less than the capadi

e vault caoacity and for how long ycu use the vault, and vault charges

y of the disks fo be backed up

17 the veull capaciy is smaller than te to:al capacily fo be

backed u, the backup task wil fai.

cross regions through ntermal network conneticns. For low network latency and quick resour

y the day. You can create or delzte vauls at any time.

er

Paramet

Example
Value

Description

Billing
Mode

Pay-per-use

e Yearly/monthly is a prepaid billing mode. You are
billed based on the subscription duration you
specify. This mode is ideal when the resource use
duration is predictable. A longer subscription
often means a lower cost.

e Pay-per-use is a postpaid billing mode. You are
billed based on your resource usage and you can
increase or delete resources anytime. Fees are
deducted from your account balance.

Region

CN-Hong
Kong

Resources in different regions cannot communicate
with each other over an intranet. Select the region
closest to you to enjoy low latency.
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Paramet | Example Description

er Value

Resources | Skip e Configure: Select the disks to be associated.

to Back e Skip: If no disk is available, you can purchase the
Up vault first and associate disks later.

Backup 100 GB Specify the vault capacity. The capacity ranges from
Capacity 10 GB to 10485760 GB.

This capacity indicates the total size of the disks that
you want to associate with this vault. Properly plan
the vault capacity, which must be at least the same
as the size of the disks you want to back up.

As the vault's used space grows, you can expand the
vault capacity if it becomes insufficient.

Configure Backup Policy, Enterprise Project and Advanced Settings.

Backup Policy

Auto Backup

Paramet
er

Example
Value

Description

Auto
Backup

Skip

e Configure: A backup policy can be applied to this
vault. Resources associated with this vault will be
automatically backed up based on the policy. You
can select an existing backup policy or create a
new one.

e Skip: Resources associated with this vault will not
be automatically backed up until you apply a
backup policy to the vault. If you need to
automatically back up data periodically, you can
create a policy and apply it to the vault. For
details, see Policy Management.
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Step 3
Step 4
Step 5

Paramet | Example Description

er Value

Automati | Skip e |f you select Configure, in the next backup period,

C CBR will automatically scan all unprotected

Associatio servers, associate them with the vault, and then

n perform backups.

e |f you select Skip and need to enable automatic
association later, see Associating Resources to a
Vault.

Enterpris | default Add the vault to an existing enterprise project.

e Project This parameter is displayed only for enterprise users
who have enabled enterprise project management.
NOTE

If the CBR FullAccess permissions have been assigned to
IAM users, enterprise projects will not be displayed for you
to choose from when you create a vault. Go to the
Enterprise Project Management console and assign the CBR
FullAccess permissions to the target user group.

Vault vault-6fa8 Specify a name for the vault.

Name A name must contain 1 to 64 characters including
digits, letters, underscores (_), or hyphens (-). You
can also use the default name vault_xxxx.

Click Next.

Click Submit. Confirm the order details and complete the payment.

Go back to the Cloud Disk Backups page. You can see the created vault in the
vault list.

--—-End

Associating Disks with the Vault

Step 1

Step 2

The selected servers must have not been associated with any vault and must be in
the Running or Stopped state.

If you have associated disks when purchasing a vault, skip this step.
Prerequisites

e The selected disks must have not been associated with any vault and must be
in the Available or In-use state.

Procedure

On the Cloud Disk Backus page, locate the target vault and click Associate Disk
in the Operation column.

In the resource list, select the resources you want to associate with the vault. After
resources are selected, they are added to the list of selected resources.
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Associate Disk

Cloud Disk Backup encrypis the backup data of encrypted disks
Disk List Selected Disks (0)

Al projects v Allstatuses v Name ‘Ol Name

Name Status. ECS/BMS Capacity...  Used As Encry.. Associated $ Name ECS/BMS Operation

© huse  ecs3d. 40 SystemD.. No No

Step 3 Click OK. Then on the Associated Disks tab page, you can view resources that
have been associated.

--—-End

For details about automatic association, see Associating Resources to a Vault.

Creating a Disk Backup

After resources are associated, CBR will automatically back up your data, or you
can back up data manually. Only servers in the Running or Stopped state can be
backed up.

Backing up a server does not impact the disk performance.

Peak hours of the backup service are from 22:00 to 08:00, during which there may
be delays. So you are advised to evaluate your service types and schedule backups
in discrete time periods.

Prerequisites

A disk can be backed up only when its status is Available or In-use. If you have
performed operations such as expanding, attaching, detaching, or deleting a disk,
refresh the page first to ensure that the operation is complete and then determine
whether to back up the disk.

Procedure

Step 1 On the Cloud Disk Backups page, click the Vaults tab and find the vault to which
the disk is associated.

Step 2 Click Perform Backup in the Operation column. In the disk list, select the disk
you want to back up. After a disk is selected, it is added to the list of selected
disks.

< | Perform Backup

Disk List Selected Disks (1)

Allprojects v | | Allstatuses v Name v a a Name
Name status ECS/BMS Capacity ..  Used As Encry.. | Associated & Name ECS/BMS Operation

ecs-4137 ecs-4137

N © Inuse ecs-4137 10 System Disk  No Yes (vault-foab) o ecs-4137 Remove
730iff680-b1c2-4cd0-b782- 73011680-b1c2-40d0-b782-1

(11 NOTE

CBR will identify whether the selected disk is encrypted. If it is encrypted, the backups will
be automatically encrypted.

Step 3 Set Name and Description for the backup.
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Parameter Description Example Value
Name Name of the backup you are creating. manualbk_d81
A name must contain 1 to 64 characters 9
including digits, letters, underscores (_), or
hyphens (-).
NOTE

You can also use the default name
manualbk_xxxx.

If multiple disks are to be backed up, the system
automatically adds suffixes to their backup
names, for example, backup-0001 and
backup-0002.

Description Description of the backup. --

It cannot exceed 255 characters.

Step 4 Choose whether to enable full backup. If full backup is enabled, CBR performs a
full backup on every associated disk, which requires a larger capacity compared to
an incremental backup.

Full Backup (3 Enable

(11 NOTE

By default, the first backup is a full backup, and subsequent backups are incremental
backups.

To ensure data security, when you perform manual backups, a full backup is performed
after 100 incremental backups by default.

For details, see What Are Full Backup and Incremental Backup?
Step 5 Click OK. CBR automatically creates a backup for the disk.

On the Backups tab page, if the status of the backup is Available, the backup
task is successful.

(11 NOTE

If you delete data from the disk during the backup, the deleted data may fail to be backed
up. To ensure data integrity, delete the target data after the backup is complete, and then
perform the backup.

--—-End

Related Information

e After the backup is complete, you can use the backup to restore disk data. For
details, see Restoring Data Using a Cloud Disk Backup.

e You can use a disk backup to create a disk that contains the same data as the
backup. For details, see Creating a Disk from a Cloud Disk Backup.
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Creating an SFS Turbo Backup

Scenarios

This section describes how to quickly purchase an SFS Turbo backup vault and
perform backup.

Operation Process

Table 3-1 Operation process of creating an SFS Turbo backup

Step Description

Making preparations Register with Huawei Cloud, complete
real-name authentication, top up your
account, and create an IMA user.

Purchasing an SFS Turbo backup Purchase an SFS Turbo backup vault to

vault store SFS Turbo backups.

Associating SFS Turbo file systems Associate your SFS Turbo file systems
with a vault to back up and replicate
data.

Creating an SFS Turbo backup Create SFS Turbo backups to protect
data.

Making Preparations

1. Sign up forHuawei Cloud.

- To sign up a HUAWEI ID and enable Huawei Cloud services, see Signing
Up for a HUAWEI ID and Enabling Huawei Cloud Services.

- To complete real-name authentication, see Individual Real-Name
Authentication.

If you already have a Huawei account, skip this step.
2. Top up your account.
- To view detailed CBR pricing, see Product Pricing Details.
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- To top up an account, see Topping Up an Account.

Purchasing an SFS Turbo Backup Vault
Before backing up data, you need to purchase an SFS Turbo backup vault.
Step 1 Go to the Buy Disk Backup Vault page.

Step 2 Set mandatory parameters for the SFS Turbo backup vault based on the

parameter description table. For parameters not included in this table, retain the
default values.

Configure Basic Settings, Protection Type, and Resources to Back Up.

Basic Settings

BlingNad

Protection Type

Repication (c-0ss-region)

Resources to 8ack Up

Paramet | Example Description

er Value

Billing Pay-per-use | e Yearly/monthly is a prepaid billing mode. You are

Mode billed based on the subscription duration you
specify. This mode is ideal when the resource use
duration is predictable. A longer subscription
often means a lower cost.

e Pay-per-use is a postpaid billing mode. You are
billed based on your resource usage and you can
increase or delete resources anytime. Fees are
deducted from your account balance.

Region CN-Hong Resources in different regions cannot communicate
Kong with each other over an intranet. Select the region
closest to you to enjoy low latency.
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Paramet | Example Description
er Value
Protectio | Backup e Backup: An SFS Turbo backup vault stores SFS
n Type Turbo backups.

e Replication (cross-region): An SFS Turbo
replication vault stores replicas of SFS Turbo
backups. If you select Replication, you do not
need to select an SFS Turbo file system.

Backup Single-AZ e Single-AZ: Backup data is stored in a single AZ,
Data with lower costs.

Redunda e Multi-AZ: Backup data is stored in multiple AZs
ncy to achieve higher reliability.
The backup data redundancy policy cannot be
changed after a vault is purchased. Plan and select a
policy that best suits your service needs.
Resources | Skip e Configure: Select the SFS Turbo file systems to be
to Back associated.
Up e Skip: If no SFS Turbo file system is available, you

can purchase the vault first and associate SFS
Turbo file systems later.

Configure Backup Capacity, Backup Policy, Enterprise Project and Advanced
Settings.

Backup Capacity

Vault Capaclty

100 G v

Ifthe vault c:
backed up, the backup task wil fal

Auto Capacity Expansion

Backup Policy

Auto Backup

Enterprise Project
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Paramet
er

Example
Value

Description

Backup
Capacity

100 GB

Specify the vault capacity. The capacity ranges from
10 GB to 10485760 GB.

This capacity indicates the total size of the file
systems that you want to associate with this vault.
You need to properly plan the vault capacity,
which must be at least the same as the size of the
file systems you want to back up.

As the vault's used space grows, you can expand the
vault capacity if it becomes insufficient.

Auto
Backup

Skip

e Configure: A backup policy can be applied to this
vault. Resources associated with this vault will be
automatically backed up based on the policy. You
can select an existing backup policy or create a
new one.

e Skip: Resources associated with this vault will not
be automatically backed up until you apply a
backup policy to the vault. If you need to
automatically back up data periodically, you can
create a policy and apply it to the vault. For
details, see Policy Management.

Enterpris
e Project

default

Add the vault to an existing enterprise project.

This parameter is displayed only for enterprise users
who have enabled enterprise project management.

NOTE
If the CBR FullAccess permissions have been assigned to
IAM users, enterprise projects will not be displayed for you
to choose from when you create a vault. Go to the
Enterprise Project Management console and assign the CBR
FullAccess permissions to the target user group.

Vault
Name

vault-f9ed

Specify a name for the vault.

A name must contain 1 to 64 characters including
digits, letters, underscores (_), or hyphens (-). You
can also use the default name vault_xxxx.

Step 3 Click Next.

Step 4 Click Submit. Confirm the order details and complete the payment.

Step 5 Go back to the SFS Turbo Backups page. You can see the created vault in the

vault list.

--—-End

Associating SFS Turbo File Systems

The selected servers must have not been associated with any vault and must be in
the Running or Stopped state.
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Step 1

Step 2

Step 3

If you have associated file systems when purchasing a vault, skip this step.
Prerequisites

e The selected file systems must have not been associated with any vault and
must be in the Available state.

Procedure

On the SFS Turbo Backups page, locate the target vault and click Associate File
System in the Operation column.

In the resource list, select the resources you want to associate with the vault. After
resources are selected, they are added to the list of selected resources.

Associate File System

File System List Selected File Systems (0)
All statuses v N v Q Q
Name Status Backup Space (GB) Associated & Name

sfs-turbo

cd77371 © Available 500 Yes (vault-sfs-006...
737

._E
Click OK. Then on the Associated File Systems tab page, you can view resources
that have been associated.
----End

For details about automatic association, see Associating Resources to a Vault.

Creating an SFS Turbo Backup

Step 1

Step 2

After resources are associated, CBR will automatically back up your data, or you
can back up data manually. Only servers in the Running or Stopped state can be
backed up.

To ensure data integrity, you are advised to back up the file system during off-
peak hours when no data is written to the file system.

Peak hours of the backup service are from 22:00 to 08:00, during which there may
be delays. So you are advised to evaluate your service types and schedule backups
in discrete time periods.

Prerequisites

A file system can be backed up only when its status is Available or In-use. If you
have performed operations such as expanding, mounting, unmounting, or deleting
a file system, refresh the page first to ensure that the operation is complete and
then determine whether to back up the file system.

Procedure

On the SFS Turbo Backups page, click the Vaults tab and find the vault to which
the file system is associated.

Click Perform Backup in the Operation column. In the file system list, select the
file system to be backed up. After a file system is selected, it is added to the list of
selected file systems.
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<& | Perform Backup

File System List Selected File Systems (1)

Allstatuses v Name alla Name

Name Status Backup Space (GB) Associated & Name Operation

sfs-turbo-76e sfs-turbo-76e’
U ~ ~ © Availabie 1220.00 Yes (vault-Ga4c) ’ a _
4308f594-b0e5-48db-adea-5eaa70eca39s 4308f594-b0e5-48db-adea-5eaa70eca39s

Eb

Step 3 Set Name and Description for the backup.

Parameter Description Example Value

Name Name of the backup you are creating. manualbk_d81

A name must contain 1 to 64 characters 9

including digits, letters, underscores (_), or
hyphens (-).
NOTE

You can also use the default name
manualbk_xxxx.

If multiple file systems are to be backed up, the
system automatically adds suffixes to their
backup names, for example, backup-0001 and
backup-0002.

Description Description of the backup. --
It cannot exceed 255 characters.

Step 4 Click OK. CBR automatically creates a backup for the file system.

On the Backups tab page, if the status of the backup is Available, the backup
task is successful.

(11 NOTE

If you delete data from the file system during the backup, the deleted data may fail to be
backed up. To ensure data integrity, delete the target data after the backup is complete,
and then perform the backup.

To ensure data security, when you perform manual backups, a full backup is performed
after 100 incremental backups by default.

--—-End

Related Information

e After the backup is complete, you can create a new SFS Turbo file system
using the backup. For details, see Using a Backup to Create a File System.
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Creating a Desktop Backup

Scenarios

This section describes how to quickly create a desktop backup vault and perform
backup.

Operation Process

Table 4-1 Operation process of creating a desktop backup

Step Description

Making preparations Register with Huawei Cloud, complete
real-name authentication, top up your
account, and create an IMA user.

Purchasing a desktop backup vault Create a desktop backup vault to store
desktop backups.

Associating desktops Associate your desktops with a vault to
back up and replicate data.

Creating a desktop backup Create desktop backups to protect
data.

Making Preparations

1. Sign up forHuawei Cloud.

- To sign up a HUAWEI ID and enable Huawei Cloud services, see Signing
Up for a HUAWEI ID and Enabling Huawei Cloud Services.

- To complete real-name authentication, see Individual Real-Name
Authentication.

If you already have a Huawei account, skip this step.
2. Top up your account.

- To view detailed CBR pricing, see Product Pricing Details.
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- To top up an account, see Topping Up an Account.

Purchasing a Desktop Backup Vault

This section describes how to create a desktop backup vault.

Step 1 Go to the Buy Desktop Backup Vault page.

Step 2 Set mandatory parameters for the desktop backup vault based on the parameter

description. For parameters not included in this table, retain the default values.

Configure Basic Settings, Protection Type, and Resources to Back Up.

Easic Settings

Bilng Mote

used across regions thiough interral network connections. For low network latency and qu ck resource access, select the nearest ragion

Resources fo Back Up

Associate Deskicp

Backup Capacity
Vaut Capeciy
10

The vaut capacily cannot b fss than e sze of e Workspace deskiops o be backed up.

Ifthe vaut capaity is smalirthan the total capaciy to b2
backed Uy, he backup task il fal

Auty Casacty Spension

Paramet | Example Description

er Value

Billing Pay-per-use | e Pay-per-use is a postpaid billing mode. You are

Mode billed based on your resource usage and you can
increase or delete resources anytime. Fees are
deducted from your account balance.

e Yearly/monthly is a prepaid billing mode. You are
billed based on the subscription duration you
specify. This mode is ideal when the resource use
duration is predictable. A longer subscription
often means a lower cost.

Region CN-Hong Resources in different regions cannot communicate
Kong with each other over an intranet. Select the region
closest to you to enjoy low latency.
Resources | Skip e Configure: Select the desktops to be associated.
to Back e Skip: If no desktop is available, you can purchase
Up the vault first and associate desktops later.
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Paramet | Example Description

er Value

Backup 100 GB Specify the vault capacity. The capacity ranges from
Capacity 10 GB to 10485760 GB.

This capacity indicates the total size of the desktops
that you want to associate with this vault. You need
to properly plan the vault capacity, which must be
at least the same as the size of the desktops you
want to back up.

As the vault's used space grows, you can expand the
vault capacity if it becomes insufficient.

Configure Backup Policy, Enterprise Project and Advanced Settings.

Backup Policy

Advanced Settings
Vault Name

vaultcags

Tags

Vault tags are used for resource management only

ion to add the same tag to different cloud resources. View predefined tags

Paramet | Example Description

er Value

Auto Skip e Configure: A backup policy can be applied to this
Backup vault. Resources associated with this vault will be

automatically backed up based on the policy. You
can select an existing backup policy or create a
new one.

e Skip: Resources associated with this vault will not
be automatically backed up until you apply a
backup policy to the vault. If you need to
automatically back up data periodically, you can
create a policy and apply it to the vault. For
details, see Policy Management.
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Step 3
Step 4
Step 5

Paramet | Example Description

er Value

Enterpris | default Add the vault to an existing enterprise project.

e Project This parameter is displayed only for enterprise users
who have enabled enterprise project management.
NOTE

If the CBR FullAccess permissions have been assigned to
IAM users, enterprise projects will not be displayed for you
to choose from when you create a vault. Go to the
Enterprise Project Management console and assign the CBR
FullAccess permissions to the target user group.

Vault vault-105d | Specify a name for the vault.

Name A name must contain 1 to 64 characters including
digits, letters, underscores (_), or hyphens (-). You
can also use the default name vault_xxxx.

Click Next.
Click Submit. Confirm the order details and complete the payment.

Return to the Desktop Backups page. You can see the created vault in the vault
list.

--—-End

Associating Desktops

Step 1

Step 2

Step 3

The selected servers must have not been associated with any vault and must be in
the Running or Stopped state.

Prerequisites

e The selected desktops must have not been associated with any vault and
must be in the Available or In-use state.

Procedure

On the Desktop Backups page, locate the target vault and click Associate
Desktop in the Operation column.

In the resource list, select the resources you want to associate with the vault. After
resources are selected, they are added to the list of selected resources.

Associated Desktops

Deskiop List Selected Deskiops (0)

Name status Capacity (GB) Associated & Name
T

Click OK. Then on the Associated Desktops tab page, you can view resources that
have been associated.

--—-End

For details about automatic association, see Associating Resources to a Vault.
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Creating a Desktop Backup

After resources are associated, CBR will automatically back up your data, or you
can back up data manually. Only servers in the Running or Stopped state can be
backed up.

Peak hours of the backup service are from 22:00 to 08:00, during which there may
be delays. So you are advised to evaluate your service types and schedule backups
in discrete time periods.

Prerequisites

A Workspace desktop can be backed up only when its status is Available or In-
use. If you have performed operations such as expanding, attaching, detaching, or
deleting a desktop, refresh the page first to ensure that the operation is complete
and then determine whether to back up the desktop.

Procedure

Step 1 On the Desktop Backups page, click the Vaults tab and find the vault to which
the desktop is associated.

Step 2 Click Perform Backup in the Operation column. In the desktop list, select the
desktop you want to back up. After a desktop is selected, it is added to the list of
selected desktops.

{ | Perform Backup

Desktop List Selected Desktops (1)

Name v |Q‘ Name

Name Status Capacity (GB) Associated & Name Operation

v 0 U008 18117)
V] oot ® Stopped 9 Yes (vault-00615117)

20fb2aff W

Step 3 Set Name and Description for the backup. For details, see #cbr_02_0031/

table4829135361311.
Parameter Description Example Value
Name Name of the backup you are creating. manualbk_d81

A name must contain 1 to 64 characters 9

including digits, letters, underscores (_), or
hyphens (-).
NOTE

You can also use the default name
manualbk_xxxx.

If multiple desktops are to be backed up, the
system automatically adds suffixes to their
backup names, for example, backup-0001 and
backup-0002.
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Parameter Description Example Value

Description Description of the backup. --

It cannot exceed 255 characters.

Step 4 Click OK. CBR automatically creates a backup for the desktop.
On the Backups tab page, if the status of the backup is Available, the backup
task is successful.
(110 NOTE

If you delete data from the desktop during the backup, the deleted data may fail to be
backed up. Therefore, to ensure data integrity, delete the target data after the backup is

complete, and then perform the backup.
To ensure data security, when you perform manual backups, a full backup is performed
after 100 incremental backups by default.

----End

Related Information

e After the backup is complete, you can use the backup to restore desktop data.

For details, see Restoring from a Desktop Backup.
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